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Viewing activity reports in Kerio Control Statistics

Overview

Kerio Control Statistics is a web interface where you can view your own browsing statistics.

If you have sufficient access rights, you can also see other users’ statistics (see Reading
managerial statistics and reports in Kerio Control).

The statistics show traffic between the local network and the Internet. They do not include volumes of
data transferred between local hosts and web pages on local servers.

Statistics are primarily used to create reports for a specified period. Gathering and evaluating statistics
requires processing large volumes of data. To reduce the load on the firewall, the data is updated hourly,
so, you cannot use Kerio Control Statistics for real-time monitoring of user activity.

If you need more information about account settings, see Managing your Kerio Control Statistics account.

Accessing the web interface

To open Kerio Control Statistics:

1. Launch your web browser and type your Kerio Control address.
The address has this pattern: https://server:4081/

where server refers to the name or IP address of Kerio Control, and 4081 represents a web interface

port.

s N
*= ' If your browser displays a warning about a certificate invalidity, continue.

AN Y

For more information, contact your Kerio Control administrator.

2. On the Kerio Control Statistics login page, type your Kerio Control username and password.

If you do not know your credentials, contact your administrator.
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Viewing activity reports in Kerio Control Statistics

E KerioControl

asmith

3. Click Login.

Switching between Kerio Control Statistics and account settings

Kerio Control Statistics has two parts:
e Statistics displays statistics and your Internet activities.

e My Account lets you change your password, set 2-step verification, and check your browsing
quota.

Use the option in the upper right corner to switch to the other part of the interface.

E KerioControl statisals Logout
E KerioControl My Account  Logout

Displaying Kerio Control Statistics

Selecting the period to view

By default, Kerio Control Statistics displays the current day. To change the time period, use the toolbar
at the upper right of the page.



1.4 Displaying Kerio Control Statistics

a KerioControl My Account  Logout

a|
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Custom period

The toolbar includes buttons for switching between the daily, weekly, monthly views. The previous and
next arrows to the left of those buttons allow you to jump quickly from one view to the next.

=% The starting day of the week and month can be changed. Contact your administrator for details.

Printing
To print any page of the statistics, click the Print button.

a KerioControl My Account  Logout

‘|

4> 642015 [ ] = =1 @

Print

Clicking Print displays the current page on a new tab in a printable format.

Overall tab

—_~  The No data available alert informs that no data is available in Kerio Control’s database for
the selected statistics and accounting period. This status can be caused by various different reasons —
for example, the selected user account does not exist in the particular time period, the user have not
logged in to the firewall within the period, and so on.

a KerioControl My Account  Logout

< » s/19/2015 [ =] [=i] @ =

%%II User's activity

The Overall tab includes information about:
e Hourly/Weekly /Monthly Traffic — You can change the time period in the tool bar.

e Top Application Traffic — The five applications that got the most traffic during the selected
period. For increasing productivity, block the applications or limit their bandwidth.

e Top Visited Web Sites — The five sites that got the most traffic during the selected period.

e Top Requested Web Categories — The five categories that were most often viewed during
the selected period.
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Viewing activity reports in Kerio Control Statistics

Hourly Traffic
Total: 400 M

1,856 MB
Inbound: oM

1,706 MB oo
Outbound:

148 MB 100 M

12am Zam 4am 6Gam 8Bam 10am 1Z2pm 2pm d4pm 6Gpm 8Bpm 10pm
1am 3am 5Sam 7am 8am 1lem 1pm 3pm Spm 7pm 9pm 11pm

Top Application Traffic
Application Data [MB]
Facebook 134 (I —
idnes.cz oy ]
Scache.com o1 I
samepage.io 82 I—
The Telegraph 77
Top Visited Websites
Website Visits
google.com o4 I —
kerio.eu sz (I —
live.com a6 (I —
fhedn.net 63 I
gstatic.com 61 (I—
Top Requested Web Categories
Category Requests
m 7002 (.
Information / Communicati... 5323 I
Ordering 3,574 I
Entertainment / Culture 1,022 N
Society [ Education / Religi... <07 D

User Details — Your user information stored in Kerio Control.




1.4 Displaying Kerio Control Statistics

User Details

User: Blair Jones

Username: biones@company.com
Email: bjones@company.com
Description: Product team

Wiew User's Activity

' The User’s Activity link is visible only if Kerio Control gathers users’
activity records.

e Used Protocols — The Used Protocols pie chart is shown if you uses web, multimedia, VoIP,
email, and so on.

Email —-- —
Multimedia —--

Reading the User’s activity tab

e The User’s Activity tab is visible only if Kerio Control gathers users’ activity records.

e The No data available alert informs that no data is available in Kerio Control’s database for
the selected statistics and accounting period. This status can be caused by various different
reasons — for example, the selected user account does not exist in the particular time period,
the user have not logged in to the firewall within the period, and so on.
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Viewing activity reports in Kerio Control Statistics

E KerioControl My Account  Logout
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Overall User'ﬁ activity

The User’s activity tab shows detailed information about your browsing activities. You can see:

What you were doing on the Internet during the selected period

How much time you spent browsing web pages

Gathering and evaluating statistics requires processing large volumes of data. To reduce the load on the
firewall, the data is updated hourly, so, you cannot use Kerio Control Statistics for real-time monitoring
of activity.

Activity Categories

Activity categories are ranked in the order shown here. If there was no activity in a category in the
selected period, that category is omitted.

Web pages

Messaging, which includes email communication (SMTP, IMAP, and POP3 protocols) and
instant messaging

Large file transfers, for example, archives, installation media, and so on
Multimedia, such as video sharing sites, online radio and television channels (streaming)
VoIP — SIP (Internet telephony)

Remote access, such as VPN.

10



Reading managerial statistics and reports in Kerio Control

Overview

Kerio Control can gather and display Internet statistics all data (all Kerio Control users + all
non-authenticated users + all guest users — see Special users in Kerio Control Statistics), for various
user groups, and for all individual users in these groups. These statistics let you keep an eye on your
subordinates’ browsing activities. Ask your administrator for a configuration and permissions.

Summary Report Individual

All ¥ | Dwverall Users by Traffic Visited Sites Web Categories Applications

All

Once you have the permissions, you can see two tabs in Kerio Control Statistics:

e Summary Report, which lets you view statistics by user group.

E KerioControl My Account  Logout |

> oo = G

sales@company.com ¥ | Overall Users by Traffic Visited Sites Web Categories Applications

Hourly Traffic Top 5 Users
Total: 00
1,556 1B . Jones, Blair...
0M
Inbound:
Willams, C... — B
1,706 MB Z00M
Outbound: Taylor, Darren... —*
149 MB 100 W
i2am Zam dam Bam Bam 10am 1Zpm 2pm dpn Gpm Bpm 10pm Hame Total [MB]
lam 3am Sam 7am Oam 1lam lpm 3pm Gpm Tpm Opm 11
om dem o mamofam fam o tiam dem o Semoaem o rem fem them Jones, Blair (bjones@company. com) 1,526
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- . T: D: dta Eil
Top Application Traffic avlor, Darren (dtaylor @company. co
Data [MB] used
Facebook 134 ——
idnes.cz 108
Scache.com o1
—www
samepage.io 52 (I
The Telegraph 77
Multimedia —-
Top Visited Websites
Website Visits
google.com o4 I m—
Name Total [MB]
X —
erlo.2u s www 1,510
ive. I
five.com 8 Multimedia 332
fbedn.net 53 I Instant Messaging 3
gstatic.com 51 ——




Reading managerial statistics and reports in Kerio Control

e Individual, which lets you select single users (or yourself) to see their statistics.

a KerioControl My Account  Logout ]

i o e (=T &
|36mes, Blair (bjenes@kcompany.com) v | overall User'sactivity
Hourly Traffic User Details

ow User: Blair Jones
Total: st ve Username: bjones@company.com
100 M
bound Email: bjones@company.com
Inbound: oM -
- Description: Sales Operations

Specialist, Sales team
Outbound:

19 MB

View User's Activity

i2am 2am d4am Gam 8am i0am i2pm 2pm dpm Gem Bpm i0pm
1am 3am Sam 7am Oam ilam ipm 3pm Spm Tem Spm ilpm
Fm gem =Em o TEm Sem TR Used Protocols

Top Application Traffic

Data [MB]

googlevideo.com 114 - — WWW

vimeocdn.com 20 IS

Daily Mail 17 .

samepage.io u -

twimg.com 0 -
Name Total [MB]

Top Visited Websites o 280
Multimedia 0

Website Visits

google.com 2z I

kerio.eu 23 I

gstatic.com 21

googleusercentent.com 19 I

google.z 13 I

Reading the summary report

The Summary Report tab gives you an overview of the available user groups.

First, select a user group from the drop-down list.

Individual

All ¥ | Dverall Users by Traffic Visited Sites Web Categories Applications

All

Alternatively, choose All to see all users, including guest users and non-authenticated users. You need
special permissions to see this group.

"~ The No data available alert informs you that no data is available in Kerio Control’s database
for the selected statistics and period (for example, the selected user account does not exist, the user
does not log in to get through firewall, and so on).
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2.2 Reading the summary report

The Summary Report tab has several additional tabs, as described below:

Overall tab

Hourly/Weekly /Monthly Traffic graph
The first graph on the Overall tab provides information on the volume of data transferred within
the selected period. When you move the pointer over the chart, you see information about data
volumes transferred over the entire selected period (total and in each direction).

Hourly Traffic

Total: rana
2,640 MB 195G
Inbound: 100G
10 am - 11 am
2,564 MB 075G "
Outbound: ota
0.50 G 1,452 MB
76 MB
05 G Inbound
) 1,435 MB
Outbound ———
12am 2am d4am FBam Bam 10am J5MB Bpm 8Bpm 10pm

1lam 3am B&Ham 7Yam Sam 1lam 1pm spm opm 7pm Bpm 11pm

By default, the Hourly Traffic chart is set to show the current day. To change to the current week
or month, use the toolbar in the upper right corner.

E KerioControl My Account  Logout 1

sy erort [ > s [ SE D O
Today
All ¥ | Overall Users by Traffic Visil Categories Applications

Hourly Traffic eSS

Total: 206

5,738 MB

Inbound: e

4,794 MB 100G

Outbound:
944 MB 050G

12am Zam 4am Gam 8am 10am 1Zpm Z2pm dpm Epm Bpm 10pm
1am 3am 5am 7am 8am flam 1pm 3pm Spm Tpm Gpm 11pm

" The shortest period you can view is one day.

Top Application Traffic
The Top Application Traffic shows you the five applications that got the most traffic during the
selected period. To increase productivity, block the applications or limit their bandwidth.
For more information, click any application and Kerio Control Statistics takes you to the
Applications tab, where you can see further details about the application.

13


http://kb.kerio.com/1900
http://kb.kerio.com/1900
http://kb.kerio.com/1900
http://kb.kerio.com/1900
http://kb.kerio.com/1900
http://kb.kerio.com/1900
http://kb.kerio.com/1900

Reading managerial statistics and reports in Kerio Control

Top Application Traffic
Application Data [ME]
googlevideo.com 114
vimeocdn.com 20 I
Daily Mail 17 .
samepage.io 11 N
twimg.com i0 N

Top Visited Websites graph
The Top Visited Websites chart shows the five domains ranked by visits. The numbers in the chart
show how many visits were made to all pages on that domain during the selected period.

Top Visited Websites
Website Visits
google.com 28
kerio.eu 23 I
gstatic.com 22 .
googleusercontent.com 19 I
google.cz 12

For more information, click the chart and Kerio Control Statistics takes you to the Visited Sites
tab, where you can see further details.

Top Requested Web Categories graph
To see a chart of the most requested pages by category (such as IT or lifestyle), click Web Cat-
egories. The Top Requested Web Categories chart shows the top five categories requested
during the selected period, as sorted by the Kerio Control Web Filter module.
The numbers in the chart reflect the total number of HT'TP requests in the each category. Because
the number may represent requests to multiple pages on a site. The number of requests is usually
much higher than number of websites visited.
For more information, click the chart, Kerio Control Statistics takes you to the Web Categories tab,
where you can see further details.

Top 5 Users graph
To see which users are using the largest amount of bandwidth, click Users by Traffic. The Top
5 Users chart shows the five users who transferred the greatest volume of data during the selected
period.

14
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2.2 Reading the summary report

= Jones, Blair...

Williams, C... — Ty

Taylor, Darren... —

e Total [MB]
Jones, Blair (bjones@company.com) 1,526
Williams, Cameron (cwiliams@compan... 211
Taylor, Darren (dtaylor @company.co... a0

The chart includes individual users and the total volume of transferred data. Hover the pointer
over a user’s name to see the volume of data transferred by that user, in both total volume and by
direction (download, upload).

To see statistics for a particular user, click the user’s name in the chart. The results are displayed
on the Individual tab.

"~ The total volume of data transferred by a particular user is sum of all data transferred
by the user from all hosts connected to the firewall.

Used Protocols graph
The Used Protocols chart of shows the total volume of data transferred in the selected period.
Hover the pointer over a protocol to see the volume of data transferred by that protocol (see figure
below).

15



Reading managerial statistics and reports in Kerio Control

Email —... p—
Multimgdia —

Multimedia

This chart helps you recognize the type of traffic going between the local network and the Internet.
If the Internet line is overloaded, you can use this information to set necessary limits and restrictions
(traffic rules, URL rules, and so on).

Users by Traffic tab

The Users by Traffic tab shows the volume of data transferred by individual users in the selected group
in both directions (download, upload). You can choose between all network traffic and traffic statistics
filtered by network protocol.

a KerioControl My Account  Logout |

<> snonaos [ [ =1 [7] 5

sales@company.com ¥ | Owverall Users by Traffic Visited Sites Web Categories Applications

Data Transferred by Individual Users

Protocol: | All protocols A
All protocols

MName [ Email In[MB] Out [MB] Total [MB]

Zdenzk Klel TP Fal) 526 35 561 (I——
Instant messaging

VEGIENE Multimedia o.local) 102 10 112
P2P

vendula Fe oo e access lannova@... 12 4 16 0
SIP VelP
VPN
WWW

16



2.2 Reading the summary report

The table breaks down the total volume of transferred data by user. You can use the table to view all
transferred data or only data transferred by a selected protocol (or protocol class). This allows you to
get information about which users have transferred the most data via a particular service (for example,
web browsing).

For better reference, Kerio Control sorts protocols by several predefined classes:

Email: SMTP, IMAP, POP3 protocols and their secured versions.
FTP: FTP protocol, including traffic over proxy server.
Instant messaging: Online communication via services such as ICQ and Jabber.

Multimedia: Protocols enabling real-time transmission of sound and video files, for example,
RTSP, MMS, RealAudio.

P2P: Peer-to-peer file-sharing protocols, for example, DirectConnect, BitTorrent, eDonkey, and
so on. The traffic is counted only if Kerio Control detects that it is traffic within a P2P network.

Remote Access: Terminal access to remote hosts such as Remote desktop, VNC, Telnet or

SSH.
SIP-VoIP: Voice over telephony via SIP protocol.
VPN: Connection to remote private networks, for example, Kerio VPN, Microsoft PPTP, IPsec.

WWW: HTTP and HTTPS protocols and any other traffic served by the HTTP protocol
inspector.

Visited Sites tab

The Visited Sites tab gives you an overview of web pages users have visited.

E KerioControl My Account Logout ]

<> sporons ] == 7]

sales@company.com ¥ | Overall Users by Traffic \ﬁs'rtei Sites Web Categories Applications

Top Visited Websites

Website Visits

google.com 32

gstatic.com 31

live.com 2z I
kerio.eu 21 (—
samepage.io 21
fhedn.net 21 (——
google-analytics.com 17 —
microsoft.com 13

essence.eu 13

skype.com 12




Reading managerial statistics and reports in Kerio Control

These statistics tell you things such as:
e What websites are visited by users regularly,
e  Which users do the most browsing,

The chart at the top of the tab shows the most visited websites. The numbers in the chart reflect the
number of visits to all pages on the site in the selected period.

Beneath the chart, you can see detailed statistics for each of the top ten websites.

Web Categories tab

The Web Categories tab gives an overview of popular web categories for the selected period.

a KerioControl My Account  Logout l

<> sponos [ S =[] S

sales@company.com ¥ | Owerall Users by Traffic Visited Sites Web%tegories Applications

Top Requested Web Categories

Category Requests

Im 1,889

Ordering 1,880

Mature 1243
Lifestyle 1097 (.
Entertainment [ Culture szs (I

Infermation f Communication 74 I

Social Networking 383 I

Medicine 135

Society / Education / Religion 132 .

Private Homepages 57

The numbers in the chart show the total number of HT'TP requests in each category. Because a number
may include requests to multiple pages on a site. The number of requests is usually much higher than
the number of visits shown for the top visited websites.

Beneath the chart, Kerio Control Statistics shows detailed statistics for each of the top 10 web categories.

. Web categorization is performed by Kerio Control Web Filter, an optional module of Kerio
Control. To use web categories in your statistics, you need a valid license.

Applications tab

:_/ New in Kerio Control 9.1!

Kerio Control Application awareness includes Application visibility, which gives you the Applications
overview in Kerio Control Statistics. You can find it on the Applications tab where the top ten web
applications recognized by the Application awareness are displayed.
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2.3 Reading individual statistiscs

a KerioControl My Account  Logout |

> wsos [ == (7] 63

sales@company.com ¥ | Overall Users by Traffic Visited Sites Web Categories AEEI'?tions

Top Application Traffic

BBC 32

Application Data [MB]
googlevideo.com 277
Facebook 13+ I
idnes.cz 10 I
Scache.com o1 (I
samepage.io 3+ I
The Telegraph 77 IS
facebook.com 67 I
RTMP & I

L

L]

theguardian.tv 3

Beneath the chart, Kerio Control Statistics shows detailed statistics for each of the top 10 applications.
You can see, for example, who uses each application from the top ten.

=7 Application visibility is performed by Application awareness, an optional module of Kerio
Control. To see Applications in your statistics, you need a valid license.

Reading individual statistiscs

To see detailed statistics for a particular user, click the user’s name in a chart or table to switch to the
Individual tab. Alternatively, you can click the Individual tab on the main page and choose a user’s
name from the drop-down list.

19


http://kb.kerio.com/1338
http://kb.kerio.com/1338

Reading managerial statistics and reports in Kerio Control

Overall User's activity

Admin

Alex Smith
guest users

| mot logged in

The charts and tables in Kerio Control Statistics provide useful information on which users use the
Internet connection the most and make it possible to set necessary limits and quotas.

For details, see Viewing activity reports in Kerio Control Statistics.

Special users in Kerio Control Statistics

Except for your Kerio Control users and groups, you can see in the user list two more special users:

20
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2.4 Special users in Kerio Control Statistics

Overall User's activity

Admin
Blex Smith

T D

e guest users — Kerio Control gathers statistics for the guest network under the built-in guest
users account. For details, see Configuring the guest network.

e not logged in — Kerio Control gathers statistics for traffic which does not belong to any logged
in user. For example:

e firewall,
e traffic rule enabling web access to certain pages without login,

e user traffic if you do not require user authentication when accessing web pages. For
details, see Authenticating users to Kerio Control.
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Managing your Kerio Control Statistics account

Overview

Kerio Control Statistics is a web interface where you can view your own browsing statistics. It also
includes tools for:

e Enabling 2-step verification
e Changing the password used to log in to Kerio Control

e Setting language preferences for the Kerio Control Statistics interface, reports and email alerts

Accessing the web interface

To open Kerio Control Statistics:

1. Launch your web browser and type your Kerio Control address.
The address has this pattern: https://server:4081/

where server refers to the name or IP address of Kerio Control, and 4081 represents a web interface
port.

P

A
* | If your browser displays a warning about a certificate invalidity, continue.

For more information, contact your Kerio Control administrator.

2. In the Kerio Control Statistics login page, type your Kerio Control username and password.

If you do not know your credentials, contact your administrator.

22
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3.3 Switching between Kerio Control Statistics and account settings

E KerioControl

asmith

3. Click Login.

Switching between Kerio Control Statistics and account settings

Kerio Control Statistics has two parts:
e Statistics displays statistics and your Internet activities.

e My Account enables you to change your password, set up 2-step verification, and check your
Kerio Control quota.

Use the option in the upper right corner to switch to the other part of the interface.

E KerioControl statis@Ls Logout
E KerioControl My Account  Logout

Reading statistics and reports

See Viewing activity reports in Kerio Control Statistics and Reading managerial statistics and reports in
Kerio Control.
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Managing your Kerio Control Statistics account

Setting up 2-step verification

See Authenticating to the firewall with 2-step verification.

Checking your quota
In Kerio Control Statistics, you can check the upload/download quota set for your Kerio Control account.

This section of the interface provides information on the data volume downloaded/uploaded for the
current day, week, or month. If your administrator has set up quota, Kerio Control Statistics displays
your current usage as a percentage of your quota.

To see your quota:
1. In the Kerio Control Statistics interface, go to My Account.

2. On the Account tab, see the Transfer Quota Statistics section.

The starting day for the week or month can be changed. Contact your administrator for details.

Dialing and hanging up lines in Kerio Control Statistics

You can dial and hang up lines and view their status on the Dial-up Lines tab. This tab lists all dial-up
lines defined in Kerio Control.

*\ The Dial-up Lines section is visible only if you have rights for controlling dial-ups in Kerio
Control.

A8 Y

To dial or hang up the line, click the link in the Action column.

The following dial-up details are shown:
e Name of the line in Kerio Control.

e Current state — Disconnected, Connecting (the line is being dialed), or Connected, Dis-
connecting (the line is being disconnected).

e Action — hypertext link that dials or hangs up the line when clicked (depending on its current
state).

e Connection time.
e Volume of data transferred in either direction Incoming = from the Internet to the LAN,

Outgoing = from the LAN to the Internet.

Changing your password

* ' You can change your password only if your account does not belong to a directory service.

AN Y

The middle section of the Account tab allows you to set your user password.
1. In the Kerio Control Statistics interface, go to My Account.
2. On the Account tab, type the old password once and the new password twice.

3. Click Change password.
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3.9 Setting a language for Kerio Control Statistics and email reports

Change Password

Old p-EISSI'-‘G}Fd: FEERREERREEE
MNew pEISSI‘-'GI'd: RS EEEEREERE S
Re-type new p-EISS'L"-"GFd: lnnnlnln"nlnln"nlnln"n-l
Change piii-nnl
Language
Languags: | Browser detected (English) r

Setting a language for Kerio Control Statistics and email reports

Kerio Control can display and send statistics, reports and email alerts in various languages. To change
the language:

1. In the Kerio Control Statistics interface, go to My Account.

2. On the Account tab, scroll to the Language section at the bottom of the tab.
3. Select a language.

4. Click Save.

Kerio Control saves your settings and reloads the Kerio Control Statistics interface in the new language.

- Language settings also affect the format of dates and numbers.
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Authenticating to the firewall with 2-step verification

Overview

The 2-step verification means you can protect your Kerio Control account and access to your company
network by requiring two independent authentication steps. With the 2-step verification enabled, when
you want to access your company network or log into Kerio Control Statistics from the Internet, you
must use your credentials to authenticate, and also type a special time-limited code generated by the
special mobile application such as Google Authenticator. You can try the following applications:

e Google Authenticator — Available for i0S, Android and Windows Phone

o FreeOTP Authenticator — Available for i0S and Android (https://fedorahosted.org/)
e Authenticator for iOS (http://mattrubin.me/)

e Authenticator for Windows Phone (http://www.windowsphone.com/)

e WinAuth for Windows OS (https://winauth.com/)

The verification code is not required if your device is connected within the Kerio Control network. Kerio
Control requires the code only if you use the Internet to access your company network:

e Through Kerio Control VPN Client/IPsec VPN client
e To use Kerio Control Statistics

e To use Kerio Control Administration

Enabling the 2-step verification

You can enable the 2-step verification in your account in Kerio Control Statistics.

" If you administrator sets the 2-step verification as compulsory, you must follow the steps in this
section to enable the 2-step verification in Kerio Control Statistics.

To enable the 2-step verification, you must pair your device with your Kerio Control account:
1. Install the authenticator application on your mobile device.
2. Log into your account in Kerio Control Statistics.

3. Click 2-Step Verification.

a KerioControl Logout

User: Vendula Ferschmannova
Firewall: firewall .binebrewing.com

Account 2-Step {Friﬁcalion

Figure 1 The 2-Step Verification tab
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4.2 Enabling the 2-step verification

Open the authenticator application and scan a QR code or type the code shown below the QR code.

You get a six-digit verification code that is time limited. The authenticator generates a new code
every 30 seconds. All codes generated on the basis of the Kerio Control QR code are valid for Kerio
Control authentication.

Type the verification code in Kerio Control Statistics, as shown below.

Click Verify.

E KerioControl Logout

User: Vendula Ferschmannova
Firewall: firewall.bingbrewing.com

Account 2-Step Verification

Configure 2-Step Verification

2-step verification adds an extra layer of security to your account by using an app on your smartphone to confirm your
identity. To enable 2-step verification, scan the image with your smartphone's camera using an authenticator app. Then
enter the verification code in the box below. For additional instructions and a list of recommended authenticator apps,

click here...

werification code: | 792724

TVUBHIW265LZDXK5

Figure 2 The 2-Step Verification tab

From now on, you authenticate with the verification code generated by the authenticator. For example,
to connect to the Kerio Control Statistics page:

1.

2.

6.

Type the Kerio Control Statistics URL in your browser.
On the login screen, type your username and password.

Click Login.

The 2-step verification page appears.
Open the authenticator and type the Kerio Control code in the box provided.

Select Remember me on this device. Your browser remembers the connection for the next 30
days from the last connection, so you do not have to type the code every time.

Click Verify.

Kerio Control redirects you to Kerio Control Statistics.
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Authenticating to the firewall with 2-step verification

E KerioControl

Your device is not recognized, or you have been inactive for more than 30
days. Please enter your verification code in the box below:

‘ 123456 ‘

Verify

I_ﬁRemember me on this device

Figure 3 The 2-Step Verification tab

Disabling the 2-step verification

1.
2.
3.

4.
D.
6.

Type the Kerio Control Statistics URL in your browser.
On the login screen, type your username and password and then the verification code.

On the Kerio Control Statistics page, click 2-Step Verification.

a KerioControl Logout

User: Vendula Ferschmannova
Firewall: firewall.binebrewing.com

Account 2-Step {?riﬁcation

Figure 4 The 2-Step Verification tab
Generate a new code in your authenticator.
Type the code in the Verification code field.
Click Disable.

Kerio Control disables the 2-step verification for your account.

From now on, the 2-step verification is in the initial state and you can enable it again.

& If you lose your mobile device, ask your system administrator to disable the 2-step verification
for you.

If your administrator sets the 2-step verification as compulsory, you must enable it in Kerio Control
Statistics again before accessing your company network from the Internet.
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4.4 Enabling the 2-step verification when you use Kerio Control VPN Client

Enabling the 2-step verification when you use Kerio Control VPN Client

1. Install Kerio Control VPN Client 8.5 or later.

2. Connect to Kerio Control VPN Client as usual.

3.  Kerio Control VPN Client automatically opens the 2-step verification page in your browser:
e If you have a device paired with your account, type the new code from your authenticator.
e If you don’t have a device paired with your account, click Continue and follow the steps

in Enabling the 2-step verification above.

Enabling the 2-step verification when you use IPsec VPN client

1. Connect to IPsec VPN client as usual.

2. Go to your browser and open any page.

Kerio Control opens the 2-step verification dialog box:
e If you have a device paired with your account, type the new code from your authenticator.

e If you don’t have a device paired with your account, click Continue and follow the steps
in Enabling the 2-step verification above.
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Installing and configuring Kerio Control VPN Client for
users

Overview

Kerio Control VPN Client enables an encrypted connection from individual systems (clients) to a remote
private network via the Internet. The connection enables these clients to access the private network as if
they were physically connected.

Three versions of Kerio Control VPN Client are available:
e Kerio Control VPN Client for Windows
e Kerio Control VPN Client for OS X
e Kerio Control VPN Client for Linux

If you have administration rights to your computer, you can establish a persistent connection. Persistent
connections are reestablished whenever you restart your machine.

System requirements
For up-to-date system requirements, refer to:

http:/ /www.kerio.com/control /technical-specifications
!/ / /

Prerequisites

To connect to the Kerio Control network, you need to know:
e Your Kerio Control username and password

e The name of the Kerio Control server or its IP address

Kerio Control VPN Client for Windows

1. Download and install Kerio Control VPN Client.

Kerio Control VPN Client starts automatically after installation and you can see the Kerio Control
VPN Client window.

2. In the Connection field, type a name for the new connection.

3. In the Server field, type the Kerio Control server name or IP address.

If your administrator gives you more than one server name or IP address, separate them with
semicolons.
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5.4 Kerio Control VPN Client for Windows

-
2 Kerio Control VPN Client =

KerioControl VPN Client

@ Disconnected

Connection:  control.company.com * |

Server: control1. mmpany.mm;mnh’nlz.mmpany.mm]:

Username:  alex

Password: essssssssssssesl

Save password
Persistent connection

Disconnect

4. In the Username and Password fields, type your Kerio Control username and password.
5. (Optional) Select Save password to save your password in Kerio Control VPN Client.

6. (Optional) You can select Persistent connection if you have administration rights to your
computer.

Persistent connections are reestablished whenever you restart your machine.
7. Click Connect.
—  Kerio Control requires a valid SSL certificate to verify your connection when

establishing the connection. If an SSL certificate warning appears, consult the warning
with your administrator.

If Kerio Control VPN Client is running, Windows taskbar displays the = icon.

~ Kerio Control can require 2-step verification. For details, read Authenticating to the firewall
with 2-step verification
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Installing and configuring Kerio Control VPN Client for users

Removing connections

To remove old or broken connections:

1.

2.

4.

Open Kerio Control VPN Client.

In the Connection menu, select the connection.

Fal

Click the icon.

Kerio Control VPN Client asks you if you want to remove the selected connection.

Click Yes.

Kerio Control VPN Client removes the connection.

Changing a language

To change the language of the Kerio Control VPN Client interface:

3.
4.

Right-click the E icon in the notification area of the Windows taskbar.

v g == = 7 16:15

In the context menu, click Settings.
In the Kerio Control VPN Client Settings dialog box, select your preferred language.
Click OK.

Kerio Control VPN Client switches to the new language immediately.

Enabling/disabling balloon messages

A balloon message in Kerio Control VPN Client is a pop-up message that appears in the Windows taskbar
at the Kerio Control VPN Client icon. To enable or disable balloon messages:

Right-click the E icon in the notification area of the Windows taskbar.

In the context menu, click Settings.

In the Kerio Control VPN Client Settings dialog box, select Enable balloon messages.
Click OK.
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5.5 Kerio Control VPN Client for OS X

Kerio Control VPN Client for OS X

Download and install Kerio Control VPN Client.

Kerio Control VPN Client starts automatically when you install it and you can see the Kerio
Control VPN Client window.

In the Connection field, type a name for the new connection.

In the Server field, type the Kerio Control server name or IP address.

If your administrator gives you more than one server name or IP address, separate them with
semicolons. Kerio Control VPN Client tries to connect to the first server. If the connection cannot
be established, Kerio Control VPN Client can then try the next server.

In the Username and Password fields, type your Kerio Control username and password.
® 0 < it Kerio Contrel VPN Client Q
Status: @ Disconnected

Connection: | server.example.com

Server: | serverexample.com

Username: |asmith

0 Password: .I..I..Ii.ll.ll.l|

| Save password

| Show VPN status in menu bar

ﬁ Click the lock to make changes.

(Optional) Select Save password to save your password in Kerio Control VPN Client.

(Optional) You can select Persistent connection if you have administration rights to your computer
(click the lock on the Kerio Control VPN Client window).

Persistent connections are reestablished whenever you restart your computer.

(Optional) Select Show VPN status in menu bar to display a status icon on the right side of the
main menu bar when Kerio Control VPN Client is running.

Removing connections

To remove old or broken connections:

1.

2.

Open Kerio Control VPN Client.

In the Connection menu, select the connection.
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Installing and configuring Kerio Control VPN Client for users

3. Click the Remove button.

Kerio Control VPN Client asks you if you want to remove the selected connection.

4. Click Yes.

Kerio Control VPN Client removes your connection.

Troubleshooting SSL certificates

Kerio Control requires a valid SSL certificate to verify Kerio Control VPN Client when establishing the
connection to Kerio Control. If an SSL certificate warning appears, the certificate is probably self-signed
and you must insert the Kerio Control certificate in the system keychain manually.

~ A self-signed certificate is a certificate that your administrator generated for you in Kerio

Control. The certificate is not signed by any certification authority.

ereN s Verify Certificate
_ ./-;‘\-,. \ Kerio VPN Client can't verify the identity of "server.example.com"”.
- : o You are trying to establish secure connection to the Kerio VPN Server at
\ ﬂ “server.example.com”. However, the identity of the server cannot be
__ verified.

Would you like to connect to the Kerio VPN Server anyway?

[T Always trust “server.example.com”

Ly server.example.com

server.example.cum

| (et

o Self-signed root certificate

Expires: Tuesday, March 23, 2010 3:11:26 PM GMT+01:00
€3 This root certificate is not trusted

p Trust

p Details

® ( Hide Certificate ) If: Cancel j E‘Gﬂnt'mue"a

A

1. In the Verify Certificate window warning, click the certificate image and drag it to the desktop.

This creates a file with the certificate on the desktop (for example server.example.com.cer).

I
i \3 The Keychain Access application must not be running at this point. If it is running,
close it.

2. Run the Keychain Access application.
The Add Certificates dialog box displays.
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5.5 Kerio Control VPN Client for OS X

BOO Add Certificates

¢ emieare | Do you want to add the certificate(s) from the file

Pt "server.company.com.cer” to a keychain?
.

Keychain: ' ¥509Anchors }"ﬂ

C"u’iew Cert'rﬁcates) C Cancel ) (-—GK—-)

Select the X509Anchors keychain.

To add a certificate, you need to be logged in as an administrator.

In the Keychain Access application, select the X509 Anchors keychain, look up the new certificate
(for example, server.example.com) and click to open it.

In the certificate window, scroll to the bottom.
Open the Trust Settings section.

Set the Always Trust option for the When using this certificate entry.

066 server.example.com

Signature 128 bytes : 31 5B B2 E6 BB 8B 2C BA ... &

SHAL1 FD 57 95 03 EO BA 35 84 DE 9F CB SC 0A F7 2D 4B EE 03 56 35
MD5 65 10 51 EE 8A B5 AE 78 35 8E 07 B8 B4 3E AG BA

¥ Trust Settings

When using this certificate: [ Always Trust I+] ®
I .-
Secure Sockets Layer (S5L) Always Trust IT]
Secure Mail (5/MIME) | Always Trust )
£ g £ I -
Extensible Authentication (EAP) Always Trust IT] a
Code Signing [ Always Trust I%]
IP Security (IPsec) [ Always Trust I+]
iChat Security [ Always Trust I%]
I .-
(12840 113635 1001 13) Always Trust |T] "
X.509 Basic Policy [ Always Trust I%] I
v
P
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Installing and configuring Kerio Control VPN Client for users

8. Close all running applications and log out of the system.
9. Reboot the system and establish a VPN connection to Kerio Control.

From now on, Verify Certificate warning should not display.

Kerio Control VPN Client for Linux

Detailed information about Kerio Control VPN Client for Linux is included in the read-me file.
Troubleshooting

Kerio Control VPN Client generates logs of its own activity and detected errors. For details, read
Installing and configuring Kerio Control VPN Client for administrators.
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Configuring IPsec VPN client on Apple OS X with machine
authentication by SSL certificate

Summary

When you want to connect an Apple OS X computer to your company network through IPsec VPN and
authenticate with an SSL certificate, you must configure the IPsec VPN server in Kerio Control, create
an SSL certificate and import the certificate to Keychain Access. Then you must configure the VPN
client as L2TP over IPsec.

Configuring Kerio Control

You must:

1. configure an IPsec VPN server

2. generate and export a new SSL certificate in the PKCS#12 format for VPN clients
To do this follow these steps:

1. Setup IPsec VPN server to use certificates issued by a Local Certification Authority (see details in
the Configuring [Psec VPN article).

2. Go to Definitions — SSL Certificates.

3. Click Add — New Certificate and create a new certificate for VPN clients.

1
* ' Tzpe the hostname, not the IP address.

AN

4. Click Apply in the SSL Certificates section.
5. Export this certificate in the PKCS#12 format (see figure 1).

6. In the Export Certificate in PKCS#12 Format dialog, use a password without national
characters.

7. Check the Include all certificates in the certification path if possible box.

Kerio Control exports all higher certificates including the certification autohority (it is the default
Kerio Control Local Authority in figure 1).

8. Click OK.

Kerio Control creates and exports the certificate to your computer.
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Configuring IPsec VPN client on Apple OS X with machine authentication by SSL certificate

—| SSL Certificates
Mame & Issuer Subject
:- : Default 7233ce99-01c2-0f42-364e-f305734f0 13c cf096970-e4c2-a
(B | pcal Authority 7233ce99-01c2-0f42-364= -f305 734013 7233ce99-01c2-0
[=] vPM Clients cert ki , [864e-f805794f018c  control.kerio.com|
Remove
Rename. ..
Show Details. ..
Import 2
Export b Export t:eri:‘&zte in PKCS#12...
Export Certitate in PEM
Export Private Key in PEM

Figure 1 Export Certificate in PKCS#12

Importing the certificate
Import the SSL certificate to the Keychain Access utility in your Apple OS X:

1. Go to Applications — Utilities —» Keychain Access.

2. Switch view to System keychain and unlock the keychain.

1
. '\3 Do not confuse keychains, default Login keychain is unwanted in this case.

3. Drag the PKCS#12 file, drop it to the System keychain.

There are at least two Kerio Control certificates — one or more certificates (blue certificate icon)
and Certification Authority (gold certificate icon) in the Keychain Access.

4. Locate the imported Certification Authority (CA) in the System keychain.
5. Set the CA trust properties to Always trusted.

6. Locate the imported certificate and ensure the certificate is trusted.

Since Mac OS X 7:
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6.4 Creating VPN client on Apple OS X computer

1) Use the System
keychain

2) Go to My
Certificates

3) Click the small arruwl

|

-4

aNnm Keychain Access
% Click to unlock the Systemn keychain. Q
Keychains
' login ot control.kerio.com
Certifectte
System hnirnd Issued by: 7233ce99-01c2-0f42-864e-fBO5794f018c
System Roots et Expires: Friday, December 5, 2014 11:59:00 PM Czech Republic Time
@ This certificate is valid
Narme & I Kind Expires Keychain
Category |5 control.kerio.com certificate Dec 5, 2014 11:59:00 PM  System
A Allltems E‘ SF1C private key - System
i.. Passwords
ecure pftes

B ..y Cortificates

L LR Coor ]

1 itemf ) Click the private key

Figure 2 Mac OS 7 and higher settings

A private key appears.

Show hidden files.
The shortcut is cmd-shift-. (ecmd-shift-dot).

e.

Click Open.

Keychain Access uses your SSL certificate.

In the System keychain, go to My Certificates (see figure 2).

Find your certificate and click the small arrow.

Double-click the private key and go to the Access Control tab.

Click the + icon and add the following executable to the list: /usr/sbin/racoon

If you don’t see the /usr folder when browsing for the executable, use the

Creating VPN client on Apple OS X computer

You must create a VPN connection based on L2TP over IPsec:

1.

Name.

Select the L2TP over IPsec mode.

Go to System Preferences — Network.

In the Network dialog, click the + icon and add VPN.

Type a hostname of Kerio Control to Server Address and your Control’s username to Account
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Configuring IPsec VPN client on Apple OS X with machine authentication by SSL certificate

00 Network
[ <[ » ][ Showall Q

Select the interface and enter a name for the new service.

Interface: | VPN [ ] |
o e )
E VPN Type: | L2TP over IPSec 4] [rPortOff )

Eth R id has the IP
erne . .
@ Not Connected Service Name: VPN (L2TP)

FireWire c 1) ECreated |+
@ Mot Connected \_-ance’ j ey | S —————

[V Ask to join new networks

Known networks will be joined automatically.
If no known networks are available, you will
be asked before joining a new network.

¥! Show AirPort status in menu bar [ Advanced... ) ®
+ | - - —
Do Chesmme)
H_'_ Click the lock to prevent further changes. [ Assist me... | Revert Apply

Figure 3 The Network dialog

!\3 Do not use IP address instead of the Kerio Control hostname.

5. Click Authentication Settings.

6. Set user authentication by password and type your Kerio Control’s password.
MS-CHAPv2 might be needed.

7. Set Machine Authentication by a certificate, click Select and select the certificate from step 6.

Apple OS X can connect to Kerio Control through IPsec VPN.
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6.4 Creating VPN client on Apple OS X computer

a8n0n Network
4| > || ShowAll Q
Location: [A.uturrlatic H
AirPort r—
@ Connected = Status: Not Connected
Ethernet 4,5
e Mot Connected < >
@ FireWire . Confi ion: | Defaul
Not Connected 9 nfiguration: [ efault H
_ VPN (L2TP) ) Server Address: control.kerio.com
"~ Not Connected s
Account Name: jsmith
(Authentication Settings... )
Sow VPN taus n menu b
: | —— ™ Show status in menu bar vance ®
[Jh Click the lock to prevent further changes. ( Assist me... ) ( Revert ) ( Apply )

Figure 4 Type a hostname of Kerio Control and your user name
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Configuring IPsec VPN client on Apple OS X with machine authentication by SSL certificate

o006 Network

(<> [Showai ] a

User Authentication:

@ Password: sssssssss

- AirPort
B e 8 RSA SecurlDf .
Certificate | Select... |

Ethernet et
Not Connected O Kerberos

@ FireWire O CryptoCard —
Not Connected l:'
VEN (L2TP) Machine Authentication: .
Not Configured () Shared Secret: —

(=) Certificate None selected E H

B control.kerio.com (7233ce99-01c2-0f42-864e-f805794f018c)

_— =
L ' (o) (i)
ol etk o v e reE—E e

Figure 5 Set Machine Authentication by a certificate
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Legal Notices

Trademarks and registered trademarks

Microsoft®, Windows®, Internet Explorer®, ActiveX®, and Active Directory® are registered trademarks
or trademarks of Microsoft Corporation.

Mac OS®, 0S X®, iPad®, Safari™ and Multi-Touch™ are registered trademarks or trademarks of Apple
Inc.

10S® is registered trademark of Cisco Systems, Inc.

Linux®

is registered trademark kept by Linus Torvalds.
Mozilla® and Firefox® are registered trademarks of Mozilla Foundation.
Chrome™ is trademark of Google Inc.

Other names of real companies and products mentioned in this document may be registered trademarks
or trademarks of their owners.
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